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Motivation

IVC is designed to solve the following problem:

If a computation runs for hundreds of years and ultimately outputs

42, how can we check its correctness without re-executing the entire
process?

We define the transition function F' run on an initial state so:

F(s0) F(s1)  F(sn)

S0 S1

\

Y

> Sp

m How can we verify s, = F"(so) without re-executing the computation?
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IVC chain

We can use a SNARK to prove each computation step:

P(so,-L) P(s1,7m1) P(Sn—1,Tn—1)

(s1,m1) > . > (Sn, )

\

S0

P(si—1,mi—1) represents:
m S; = F(Sifl)
m m; = SNARK.PRoOVER(R, 2 = {0, 8: }, w = {si—1,Ti—1})
m R:=1K w= {7'('1'71,81'71} s.t.
m s £ F(si—1) A (si—1 Z so VV(R,z = {s0,8i},mi—1))
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Proof

m R gives us a series of proofs of the claims:

ILK.w st sp = F(sn-1) A (Sn—1 =80 VV(R,x,mph_1)=T),
ILK.w st. sp_1 = F(Sn_z) A\ (Sn_z E Y V(R,l’,ﬂn_z) = T), -
IK.w st. s1 =F(so0) A (so=s0 VV(R,z,m)=T)

m Which, if all verify means that:

SNARK.VerFIER(R, z, 7)) = T —>

Sn = F(sn-1) A
SNARK.VERFIER(R, 2, Tp—1) = T =
Sn—1 = F(sn_2) A

SNARK.VERFIER(R, Z, Tp—2) = T = ...
s1 = F(so)
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Halo Overview

PCp.: A Polynomial Commitment Scheme.

ASpL: An Accumulation Scheme for Evaluation Proof instances.
Plonk: A general-purpose, potentially zero-knowledge, SNARK.
Pasta: A cycle of elliptic curves, Pallas and Vesta.
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The Gate Constraints 322 + 5xy = 47

1 €2 5

3
e b i b2 ‘ a(X) = ifft(a)
b(X) = ifft(b)
as ﬂ “ @ o(X) = ifft(c)
cf a(wl) = a1, a(w?) =aa, ...
Poa b b(w!) = by, b(w?) = by, ...

[+
Tc:; cw') =c1, c(w?) =ca, ...
47

fac(X) = a(X)q(X) + b(X)gr(X) 4 c(X)go(X) + a(X)b(X)gm (X) + gc(X),
fec(X) 20
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The Gate Constraints

fao(X) = a(X)q(X)

+ b(X)gr (X)

+ ¢(X)qo(X)

+ a(X)b(X)gm (X)
+ QC(X)

Vhe H = {w,w?,...,w"}:

— ¢
T :
47 fGC(h) =0
w' | aw') | bw') | cw)) | @i(w') | ar(w’) | go(w’) | gm(w’) | ge(w')
wl 3 0 0 1 0 0 0 -3
w? 5 0 0 1 0 0 0 -5
w3 47 0 0 1 0 0 0 -47
wk 2 2 4 0 0 =l 1 0
w® 5 7 35 0 0 =) 1 0
Wb 4 3 12 0 0 ol 1 0
w’ 35 12 47 1 1 = 0 0
w? 0 0 0 0 0 0 0 0
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Prover(f € F<4[X])
Cy = PC.CommiT(f(X),d, L)
an() = [Jx-n

7%
"X = 2 (X)
Cy = PC.CommIT(¢(X),d, L)
vp = f(€)
my = PC.OPEN(vs,Cy,d, €, L)
v = t(§)

T = PC.OPEN(’Ut, Ct7 d7 57 J—)

Rasmus Kirk Jakobsen

Verifier
Cys,Ct
! §erF
3
a5
VT f,Ut, Tt ?
vf =t -2 (§)

PC.CHECK(C, d, &, vp,Ty)
PC.CHECK(Ct, d, &, ve, )
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?

Vanishing Argument: Yh € H : f(h) =0
Correctness
p(&) = f(&) — t(&)zu(§)
_ _( f©)
— 19~ (28 ) auto
=0
Soundness

zu | f only if all of h € H : f(h) = 0 (Factor Theorem)
Schwartz-Zippel Lemma: £ egr F: Pr(p(§) =0|p #0] < deﬁTﬁp)

[F| > deg(p) = Pr[p(§) =0|p#0] <e
deg(p) <d <n
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Copy Constraints

w' | aw!) | bw') | cw) | @i(w') | ar(w’) | go(w’) | gm(w’) | ge(w’)
wl 3 0 0 1 0 0 0 -3
w? 5 0 0 1 0 0 0 -5
w3 47 0 0 1 0 0 0 -47
wk 2 2 4 0 0 =l 1 0
w® 5 7 35 0 0 =) 1 0
Wb 4 3 12 0 0 ol 1 0
w’ 35 12 47 1 1 =1l 0 0
w? 0 0 0 0 0 0 0 0
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Copy Constraints

a(w?) = b(w?)
b(w®) = a(w?)
o) = o(w?) b(w®) = a(wh)
a(W”) = c(w®) bW’ = c(w)
(W) = a(w?)

f=aH#b4c

la1,a2,a3,a4,as5,a6,ar7,as,b1,b2,b3,b4,bs,be, b7, bs, c1,c2,c¢3,c4, 5, Co, C7, C8),
o(f) = [be, bs,as3,ba,as,ca,cs,as,b1,b2,b3,a4,a2,a1,ce,bs,c1,c2,c3,a6,ar,br,as, cs)

Vi€ [n]: flwh) = f(w®)
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Copy Constraints - The Grand Product Argument

Yw € H : f(w) = g(w), )
X) = w" X
) = £0) 47, p(X) ig]f( )+
g'(X) = g(X) +1, .
YT g(x) = ] o +x
IT )= [T oeh Bt
i€[n] 1€[n]

Soundness p(X) = ¢(X) csan}t ={b1,...,bn}
roots(p(X)) = {=f(w'),. .., = f(w™)}

roots(¢(X)) = {—g(w'),.
= {—al, ey —an}

< —=g(w™)}
= {—b1,..., by}

m Since the two polynomials are equal, they must have the same roots

roots(p(X)) = roots(q(X)) =
{—al, 6000 —an} = {—bl, 6oy —bn} -
{a1,...,an} ={b1,...,bn}
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Copy Constraints - The Grand Product Argument

o) = D)
() 1£[< o
) = 2(wi=1 )
o T P (W9 =2 G
= 11 5 /()
1<j<i 2(w't) = z(w?) -
g'(w?)

2w g’ (W) = 2(w)) ' (@)
2W)f' (') = 2(w - w')g' (W)

Verifier Checks
fec, (X) =L (X)(2(X) — 1)
fooy,(X) = 2(X) f'(X) — 2(wX)g'(X)
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Copy Constraints - The Grand Product Argument

Checking implies HweH flw) = HwEH g (w)

m For the i = n case:

S AC)
PN

U S@gen
Moo 76 _
Hz‘e[n] g'(w?)

—
=3
E
I
—
QQ\
&
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Copy Constraints - The Grand Product Argument Protocol

Prover(f, g € F<q[X]) Verifier
Cy =PC.CommIT(f(X),d, L)
Cy.Cy
Cy = PC.CommiT(9(X),d, L) —————— ~€rF
z(wl) =1
. J
z(w*) = f(w) malt] Vh € H :
L 9w+
1<j<i

— s foo (B) 2L (R)(z(h) — 1)

ooy (h) Z (W) f (k) — 2(wh)g (h)
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Copy Constraints - Applying the Grand Product Argument

m P wants to prove that for i € [n] : fi = f,(i:

{(fi,0) i€ [Ln]} ={(fi,0(®)) | i€ [Ln]} =
fi= fcu =>
f=o(f)
m Meaning for polynomials:
{(f(wh),idw") |i € [Ln]} = {(f(W),0(w)) | i € [L,n]} =
F@') = fw@)
m Which is exactly suited for the Grand Product Argument, with:

F(X) = f(X) +Bid(X), ¢'(X)=f(X)+po(X)
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Public Inputs

m Public inputs, x : |z| = {2
m Leading to a public input polynomial, z(X) = ifft(—x)

fac(X) = a(X)qu(X) +b(X)gr(X) +c(X)go(X) +a(X)b(X)gm (X) + g (X) +2(X)
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Custom Gates

Add a new selector polynomial
Create a constraint table
Convert constraint table to foc terms
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Custom Gates - Double-and-Add

Double-and-Add Scalar Multiplication A =z - P

Let b be the bits of x, from LSB to MSB.
Let A= 0.
Let acc = 0.
for ¢ € (255,0] do
acc +=b; - 2°
Q:=2A
R:=P+Q
S :=if b, =1 then R else Q)
A:=8
end for
. assert acc = x
return A

© ® NI R WD R

== e
»E
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Custom Gates - Double-and-Add - Double

_Smi
= 2
xq:)\g—2~xa

Yo = Aq " (Ta — Tq) = Ya

m Witness:
g = inv0(zq)
322 q
\ = T if A#QO,
! 0, otherwise.
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Custom Gates - Double-and-Add - Double Constraints

Degree

Constraint

Meaning

Ta =0 — z4=0
To =0 = ys=0

A, — Sxi
q 2yq

)\372-96(171(1)

—\2
zq—)\qf2-ma

WW w|d >

Yg = Aq* (Ta — Tq) — Ya

Rasmus Kirk Jakobsen
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Custom Gates - Double-and-Add - Ternary Constraints

Degree Constraint Meaning
3 b; - (b — 1) b €B
3 s — (bi -xr + (1= b;) - zq) zs = if by =1 then z,. else z,
3 ys — (bi - yr + (1 —b;) - yq) ys = if b; = 1 then y, else y,
3 acci+1 — (acc; + b; - 2Y) acci+1 = (acc; + b - 2%)

Rasmus Kirk Jakobsen
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Custom Gates - Double-and-Add

Degree Constraint Meaning
3 (= %a 7] 72 Te=0 = o=
4 (1—z4-7q) - Yq o =0 = y;=0
3 2
3 2-YaAg— 322 Ag = gt
3 )\372-36(171,1 :Bq:)\ng-xa
3 (A (Ta — Tq) — Ya — Yq) Yqg = Aq - (Ta — Tq) — Ya
3 bi~(b,‘—1) biE]B
3 s — (by-zr + (1 — b;) - zq) zs = if by =1 then z, else x4
3 ys — (bi - yr + (1 —b;) - yq) ys = if bj = 1 then y, else yq
3 acci+1 — (acc; + b; - 2Y) acci+1 = (acc; + by - 2%)
fao(X)=--+qq) - (

CO‘((l_Wa"Yq)‘xq)"’
Cl'((l—xa"}’q)'yq)‘i’
¢* (29 A —3-25) +
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Custom Gates - Double-and-Add

w1 w2 w3 w4 ws we w7 ws
Ta Ya wes Zp Yp Zq Yq L
w9 w10 w11 w12 w13 W14 w15 w16
Yr b; Ya Aq Qr Br Or Ar

fac(X)=---+aq¢y - ( fac(X) = +q)(X) - (
¢© (A —zavq) zq) + O ((1 = w1 (X) - w11 (X)) - we(X)) +
¢t (1= za - vg) yg) + ¢h (1= wi(X) w11 (X)) - we (X)) +
2 (2 yarg—3-32)+ ¢ (2 wa(X) wia(X) — 3 wi(X)?) +
) )
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Chain of Signatures

B, ={o l(pk>7]2 =i, pki, ptr; € 3256,a§ptT)}

<pk) A signature on the public key of the current committee (pk;), signed
by the previous committee identified by the public key pk;—_1.
m j;: A sequential block-id. This must be present for the soundness of the
IVC circuit.
pki: The public key of the current committee.
ptri: A hash of the most recent block on the main blockchain.
agpt"): A signature on ptr;, signed by the current committee.

Verify,,.. (o <pk),pk ) A Verify,,. (o, P ptrs) A ji L jica+1
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Benchmarks and Conclusion
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Benchmarks

m |VC-Prover: Parallel: ~300 s. Single Threaded: ~900 s.

m IVC-Verifier: Parallel: ~3 s. Single Threaded: ~9 s.

m Naive Signature Verification: Parallel: ~1300 signatures per second.
Single Threaded: ~310 signatures per second.

When is it better?

m 1300 -3 /2 = 1950 days before the IVC verifier would be faster
m The ~10 kB Proof would be smaller after only 87 days
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Conclusion

The goal:

m To fully implement and analyze a complex IVC-scheme
m Showed IVC may be useful in the context of blockchain catch-up

m Optimizations, lookups, quantum security. . .
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